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nacXwan VpnClient application is compatible with Linux ubuntu 16.04 et +, debian 9 et +, redhat
8.X, fedora 28 et +, centos 8.X

A user account and a license are required to use this application. These are generated by the
nacXwan manager and usually sent by email.

Application installation

Download the latest application for Linux at : https://apps.manager.network

VpnClient for PC / MAC / Linux

QOur latest version of VPN (Virtual Private Metwork) client for remote work and secure mobility.
Connect or allow your employees to access your company's network and resources, anytime, remotely (via any Internet
access) and in an ultra secure way thanks to our VPN tunnel technology.

Compatible with Windows 7, 8, 10 (32/64bits & ARM), MacOs 10.11.x and later, Linux 64bits {(Ubuntu / Debian v Fedora /
CentOS / ..}

Download PC / MAC / Linux versions

v
e

Router \ Server
/

VpnClient release for smartphones or tablets

Compatible with most smartphones and tablets with 4. Tt iats prvmps
Android and i0S, the "nacXwan - VpnClient " application . I'App Store * Google Play
allows you to easily establish a secure connection

between your mobile terminal and your corporate network.
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Select and download the package corresponding to your OS.

5.0.2

& .
E .

501

o N

Mac 0S X from 10.11.x up to macOS 10.15.x (Catalina)

Version(s) Release notes Installation guide Download
5.0.2 "7 E >
5.01 - | E .
412 “7 E v
4.0.0 - | h e,

A Linux 64bits (Ubuntu / Debian / Fedora / CentOS / ..)

Version(s) Release notes Installation guide Download
5 0.2 [B=x ] . VpnClient for Linux RPM x86_564
’ . VpnClient for Linux DEB amd6q
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Installation on Debian / Ubuntu :
sudo apt install ./vpnclient_5.xx.xx_amd64.deb
Installation on RedHat / Fedora / CentOS :

sudo yum install ./vpnclient-5.xx.xx.x86_64.rpm

Then launch the “VpnClient” application

At first launch, if Remmina is not installed on your system, the application will offer to install it.
Remmina is used for Remote desktop access.

VpnClient

Information

(><)

Le VpnClient utilise 'Remmina' pour la prise en main a distance.

Installer 'Remmina’

|| Ne plus afficher ce message
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License registration :

If you need a proxy to access the internet, fill in parameters here.

ﬂ VpnClient

¢° '_icenss

ACTIVATE ‘

o]

G Proxy configuration - VpnClient #
hP proxy Port proxy
Login Password

Otherwise, enter your license (usually send by email) and click [ACTIVATE]

E YpnClient

£ Fe8GWUKeTY

o

ACTIVATE
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Please wait ...

Once registered, you must accept General Conditions of Use (GCU) by clicking on [ACCEPT]

] Terms - vpnClient x

Terms and Conditions

You must accept the terms of the application.

General conditions of use (GCU)

General conditions of use (GCU)
1. Purpose of the GCU

The purpose of these general conditions of use, hereinafter the "T & Cs", is to define the conditions of use of the
MACKWAN software, hereinafter the "Software”, by the customer, hereinafter "the Customer”,

The Customer acknowledges having read these T & Cs, fully accepting them, without restriction or reservation,
and waiving the right to avail themselves, if applicable, of their own conditions of purchase or any other
contractual document.

The Customer undertakes to comply with all obligations arising from these T & Cs and vouches for compliance
with these obligations by the persons to whom he authorizes access to the Software,
Because FORCEWAM-LELAR is always looking for new and innowvative ways to help its customers take advantage of

ACCEPT !E REFUSE IE%

© nacXwan — 2021 All rights reserved Page 7 sur 29




nac)Xwan’

SD-WAN Orchestration

The VpnClient is ready to use, but you have to define a new password :

Click on the account and then [connect] to establish the first VPN connection.

m VpnClient

o Subscription(s)

S

Organizaton: nacXwan a DISCONNECTED
BB s GW OVH n...
Account: boby
GW OVH ns3146683
NBX-20-021-910
ILE'DE
LA CITE
200 m
——
m VpnClient = O »

Sites
Account:

Status:

Organization:  nacXwan

GW OVH ns3146683

boby

Disconnected

CONNECT

nacXwan - Version: 5.0.0

S

O DISCONNECTED

GW OVH ns3146683
NBX-20-021-910
ILE DE
LA CITE
200 m
—_—
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The first connection, allows you to replace the temporary password with a private password

m VpnClient = O x

S

Password initialization
O DISCONNECTED

Plesse enter voLr TEMOOram T
Flesse enter Yyour temporary passworo:

(L LT TR Y] a
LLL LR AL R Ly L]l a
SRS RRRRRRRRRRR Q

GW OVH ns3146683
NEX-20-021-910

200 m

A message informing the password change will be displayed.

L Information - VpnClient >

o Your password has been updated successfully.

oK
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The VpnClient is now really ready !

Click [CONNECT],

2 vpnClient = m}
o DISCONNECTED
Organization:  nacXwan
Site: GW OVH ns3146683
Account: boby

Status: Discennected

CONNECT

GW OVH ns3146683
NBX-20-021-910

ILE DE

200m

Fill the new password, and click [OK]

G Authentication - VpnClient

Authentication

Fasswcrd
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The VpnClient is connected.

K] vpnClient = O X
S/
B CONNECTED
COrganization: nacXwan
Sites GW OVH ns3146683
Account: bob
Status: Connected

DISCONMNECT

‘ GW OVH ns3146683

Session duration: Oo0:00:12 NBX-20-021-910
+ Received: 727 B
1+ Sent: 15 KB

ILE DF

4 Dowmnload speed: m LA CITE

: Max. download speed: 2 Kbps
| load =peed: 56 Kbps

200 m
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To disconnect click on [DISCONNECT]

] vpnClient & [ x

S/

8 CONNECTED

Organization:  nacXwan

Sites GW OVH ns3146683
Account: bob
Status: Connected

DISCONNECT

‘ GW OVH ns3146683
00:00:12 NBX-20-021-910

727 B

15 KB

2 Kbps
56 Kbps

200 m

The VpnClient is disconnected.

1 venClient = [m| x

)

B DISCONNECTED

Organization:  nacXwan

Site: GW OVH ns3146683
Account: bob

Status: Disconnected

CONNECT

GW OVH ns3146683
NEBEX-20-021-910

200 m
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Password change

If the login password is forgotten (or incorrect), the link "Forgot your password" option allows you to
reset it and choose a new one.

o Click on “Padlock Icon”

£ venClient = O X

I:t:; S

O DISCONNECTED

COrganization:  nacXwan

Sites GW OVH ns3146683
Account: bob

Status: Disconnected

CONMNECT

GW OVH ns3146683
Session duration: 00:05:00 NBX-20-021-910
1590 B
i ILE DE
i Do = : m LA CITE
+ Uplocad speed: m
+ Max. download =peed: 2 Kbps
Max. upload speed: 56 Kbps
200 m
e —
nacdwan - Version: 5.0.0
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e Confirm with OK, in the window informing that the password will be changed :

m Forgot your password ¥ - VpnClient >

This action will change your connection password.

oK | cancel

9 An email is sent with a validation code :

VpnClient /| VpnBrowser - Password change

De noreply@manager.network
A
Date Jeu 12:58

VpnClient /| VpnBrowser

You have requested the regeneration of your password.
Please enter the code below to regenerate your password.

Code : 97679
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e Enter the code received by email :

nTS Client v5

m YenClient
Forgot your password ?
An email has been sen the following email address
b *b.f%
97679 (]

Yhat code ?

NEXT CANCEL

S

@ DISCONNECTED

GW OVH ns3146683
NBX-20-021-910
ILE DE
LA CITE
200 m
—

6 Choose and enter the new password. Then click [SAVE] :

B VpnClient

Forgot your password ?

Please enter your New password

Fasswcrd

Confirm password

' CANCEL

S

ol DISCONNECTED

GW OVH nz3146683
NBEX-20-021-910
ILE DE
LA CITE
200 m
—
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6 The system confirms the change :

L2 Information - VpnClient >

o Your password has been updated successfully.

| ok

The new password is instantly operational.

m VpnClient

S

O DISCONNECTED

Organization:  nacKwan

Site: GW OVH ns3146683
Account: bob

Status: Disconnected

GW OVH n=3146683

00:05:00 NBX-20-021-910

ILE DE

0 by | LA CITE

200 m

nacXwan - Version: 5.0
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Fill the new password, and click [OK]

5] Authentication - VpnClient >
Authentication
Faszwcrd

E VpnClient

S

B CONNECTED
Organization:  nacXwan
Sites GW OVH ns3146683
Account: bob
Status: Connected

DISCONMNECT

GW OVH ns3146683
Session duration: O0:00:12 MNBX-20-021-910
+ Received: 727 B
+ Sent: 15 KB ILE DF
0 bps | LA CITE
2 Kbps
+ Max. upload =peed: 56 Kbps
200 m
o’
nac¥wan - Version: 5.0.0
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Options and settings

Although all the settings are made by the nacXwan manager, they can be modified from the app.
Click on the toothed wheel to access settings.

] vpnClient = O *

S

O DISCONNECTED

COrganization:  nacXwan

Sites GW OVH ns3146683
Account: bob

Status: Disconnected

GW OVH ns3146683

00:05:00 NBX-20-021-910
1590 B
+ Sent: 21 KB ILE DF

4 Download speed: m LA CITE

speed: 2 Kbps
zed: 56 Kbps

200 m

All these adjustments must be made under the control of your nacXwan manager.

Below an overview of the possible settings
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Configuration :

Here, possibility to modify the ip addresses and the port to which the client will connect, and DNS

address too.
Activate the automatic opening of an rdp client and define his ip address, Windows notifications,

and also force redirecting all flows through the VPN.

k2] configuration - VpnClient >

Q Configuration Public IF
51.75.223.44 (3¢ ]

@ Proxy
ﬁ Inactivity Scimency pthc
4_-. Routing
Act. LA LI EL CroE =
B8 Actions 172.17.3.149 (x)
15392 (]
192.168.1.34 Q

Launch the remote desktop

Automatic VPN reconnection
Alert message

Internet + profession flow
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PROXY :

If your connection to the Internet requires a proxy, this is where the settings are made.

2] configuration - VpnClient >

a Configuration
Q Proxy

—x
o Inactivity

1_-. Routing Login assword

m Actions

SAVE CANCEL
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Inactivity :
PC idle time settings, for automatic vpn disconnections.
2] cConfiguration - VpnClient X
Q Configuration
Enable idle time management
@ proxy
== e time after disconnection 00:00:00 :j
o Inactivity
Idle time before disconnection:  00:00:00 j

‘_-. Routing

m Actions

Warning, you have not activated the mode ‘Automatic reconnection

Idle time after disconnection:
VPN will be automatically discennected if the computer is idle since
00:00:00.

Idle time before disconnection:
The VPN will be automatically disconnected after 00:00:00 of inactivity.

Warning, in 'Automatic reconnection’ mode the password will be asked
before reconnection!

SAVE CAMNCEL
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Routing :

Routing through the vpn.

nTS Client v5

E Configuration - VpnClient

a Configuration
Q Proxy

6 Inactivity
‘_-. Routing

m Actions

10.1.1.0

255.255.255.0 (<]

| © :dd

SAVE CANCEL
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Actions :

Applications to launch when the VPN is operational

] configuration - VpnClient x

£} cConfiguration CHWINDOWS/system32/mstsc.exe 192.168.30.56 o

! Proxy

—
o Inactivity

‘_-. Routing

m Actions

| © ndd |

SAVE CANCEL
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Other settings and informations

m Allows you to hide or show the map.

2] venClient & ] X
- 3 L)
' B conNNECTED
Organization:  nacXwan
Site: GW OVH ns3146683
Account: bob
Status: Connected
GW OVH ns3146683
NBX-20-021-910
00:00:21
667 B
16 KB
[ 0 bp: |
2 Kbps
29 Kbps
500 m
nackwan - Ve
[ vpnClient & O *
9
- o B 5
Organization:  nacXwan
Site: GW OVH ns3146683
Account: bob
Status: Connected
DISCONNECT
00:00:58
410 B
20 KB
1 Upload =g m
1 Max. dowh 3 Kbps
+ Max. upigs 45 Kbps
.
nacXwan - Version: 5.0.0
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O

A right click on the icon in the task bar gives you access to the language and color settings.
You can also configure from here the automatic launch of the application when Windows starts.

Minimize

Restore

About

settings

Leave

VpncClient

Organization: — iee—G_————
Site:  Semem— S———
ACCOUNT:  sel—
Status:  Connected

Application settings — VpnClient

Session durstio|  Color €3 Automatic
1 Received:

T Sent: Language 2k English

1 Download sp

1 Max, dawnl_

T Max. upload s

nacXwan - Version: 5.0.2
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For example here, switching to dark mode in french.

] venClient . O x

o JEY

nacXwan
GW OVH ns3146683

bob

DECONNECTER

GW OVH ns3146683

00:01:01 NBX-20-021-910
410 B

16 KB

0 bps

0 bps

2 Kbps

28 Kbps
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Time Ranges

If the time range function is activated for your account, you will only be authorized to log in during the
time ranges defined by your administrator.

In this case the VpnClient indicates the activation of the time range

] vpnClient = O X

9

O DISCONNECTED

Organization:  nacXwan

Site: GW OVH ns3146683
Account: bob

Status: Disconnected

ol Time ranges

Prohibited time range

cvov s
NEBEX-20-021-910

Session duration: ILE DE
3 f,ecei'-.-'ec: LA CITE
+ Sent:

s Download speed: -

+ Upload speed: n

1 Max. download speed:

+ Max. upload =peed:

200m

nacXwan - Version: 5.0.0

To find out the authorized time ranges, click on "Time ranges"

E VpnClient >

Time ranges authorized today

Frem Monday, September 14, 2020 9:00:00 AM
° to Monday, September 14, 2020 6:00:00 PM

e From Tuesday, September 15, 2020 9:00:00 AM
® toTu esday, September 15, 2020 6:00:00 PM

e From Thursday, September 17, 2020 9:00:00 AM
® to Thursday, September 17, 2020 6:00:00 PM

Froam Friday, September 11, 2020 12:00:00 PM
= to Friday, September 11, 2020 8:00:00 PM
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If you try to log in outside of the authorized hours, you will get the following message:

2 vpnClient = O x

S

O DISCONNECTED

Crganization:  nacXwan

Site: GW OVH ns3146683
Account: bob

Status: Disconnected

09 Time ranges

Prohibited time range

ovomces
NBX-20-021-910

Ses=zion duration: ILE DF
Received: LA CITE
Lent:
Download speed -
1 Upload =peed: !
+ Max. download speed:
Max. upload speed
200 m
e
nackwan - Version: 5.0.0
(2] Authentication - VpnClient et
Authentication
Fasswnrd

WARNMING: You are trying to connectin an
unauthorized time range, the connection will be
blecked by the VpnRouter.
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Reset the app
E Allows you to reset the application and enter a new license.
B venclient = =] X

o Subscription(s)

Crganization: nackwan

Account: bob

D Sice: GW OVH ns3146...

S

O DISCONNECTED

E VpnClient

s

Do you want to reset the application?

Reset | | Cancel

T

GW OVH ns3146683
MBX-20-021-910
ILE DE
LA CITE
200 m
—

Uninstall the application

Debian / Ubuntu :
sudo apt purge vpnclient
RedHat / Fedora / CentOS :

sudo yum remove vpnclient
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